
O365 Two-Factor Authentication 
The first time you log in to your email account in O365, you are prompted to enter additional information for 
security purposes. Or you can preregister by going to https://aka.ms/mfasetup to setup up the process before it is 
required. 

 

When you see the notification window that states more information is required, click the Next button and then 
refer to the following information for help in setting up your preferred authentication method. 

Available Authentication Methods 

• Microsoft Authenticator mobile app (recommended) 
• Authentication phone: Code sent via text or call 
• Office or alternate phone: Code sent via call 

The instructions to set up each authentication method are listed below.  

Method: Microsoft Authenticator (Mobile App)  

Download and Install  

Before continuing the authentication setup in O365, download and install the Microsoft Authenticator app for 
Android, iOS, or Windows Phone. Search your device's app store for "Microsoft Authenticator" and look 
for the blue lock icon. 

 

https://aka.ms/mfasetup


Set up authentication in O365 

 

1. Under Step 1: How should we contact you, expand the menu and select Mobile App. 
2. Under How do you want to use the mobile app, click the radio button next to your desired choice. If 

you select "Receive notifications for verification", the app will send you a pop-up notification to your 
smart device when you authenticate. If you select "Use Verification Code", the app will generate a 
random passcode for you to enter into O365 when you authenticate. 

3. Once you've made your selections, click the Set up button to proceed to the next step. 
4. Open the Microsoft Authenticator app on your device and scan the QR code from the Configure Mobile 

app screen, and then click Next in the app on your phone. Microsoft will try to verify your phone. 

  

5. You may be asked to provide an alternate phone number in case you lose access to the mobile app. 
Provide the information and then click the Next button. 

6. Select Done to finish setup 

 

 



Method: Authentication Phone 

 

1. Under Step 1: How should we contact you, expand the menu and select Authentication phone. 
2. Select your country or region and enter your phone number. 
3. Select whether you want the code sent by text message or phone call. (If you're using a land line as your 

authentication phone, select Call me.) 
4. Click the Contact me button. 
5. Once you've received the authentication code via text or phone call, enter the code into the provided 

field.  

NOTE: If you want to use your office phone and are not able to set the country or region, then select the 
“alternative authentication phone” option and input your office number. 

 

Edit registration/verification methods 

Once you have gone through the configuration to setup MFA on your O365 account you can add/edit your 
verification methods by revisiting https://aka.ms/mfasetup.  

https://aka.ms/mfasetup

